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SYSLAB (My Research Group at FAST-
NUCES)

» Systems Research Laboratory
* Developing Capable Systems through integration

* Artificial Intelligence
* Cloud Computing
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Security — Three Fundamentals
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Confidentiality

Restricted Data Access

Authorized Persons Only



Integrity

Complete and trustworthy

No Modification

No Fabrication




Availability

Data is available

Authorized Persons

No Denial




Entry Point

Security Attack Vector
fundamentals

Attack Execution



Isolated System

* Not connected to the
Internet.

* No threat for network
security




* Multiple Entry Points
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Attack Vector

* Path or method to exploit
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Penetration
Testing

* A systematic Process
* Probing vulnerabilities
* Applications
* Networks




Platform

e VirtualBox

e Kali Linux
* Pre-installed security tools




Port Scanning




Port

What is a Port? \

Port 5000 Port 80

fprrnnnsn
dhenanue

CLIENT IP ADDRESS SERVER IP ADDRESS
IP1.1.11 IP1.1.1.2

networkinterview.com

1 Initiative By Ipwithease.cor




Port Scanning

Port Scanning (nmap)




nmap scanme.nmap.org

nmap localhost

sudo nmap -v -sT -sV -0 localhost



Password Sniffing with wireshark for http



HTTP (no HTTPs)

Human readable data

Server

With HTTPs

Not readable data
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HTTP

O & testphp.vulnweb.com/login.php

D acunetix Felie sRelg:

home | categories

search art
I Y
Browse categories
Browse artists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer

Acunetix Web Vulnerability Scanner

artists | disclaimer  your cart guestbook | AJAX Demo

If you are already registered please enter your login information below:

Username - | |

Password - | |

You can also signup here.
Signup disabled. Please use the username test and the password test.

About Us | Privacy Policy | Contact Us

Warning: This is not a real shop. This is an example PHP application, which is intentionally vulnerable to web attacks. It is
intended to help you test Acunetix_ It also helps you understand how developer errors and bad configuration may let
someone break into your website. You can use it to test other tools and your manual hacking skills as well. Tip: Look for
potential SAL Injections, Cross-site Scripting (XS5), and Cross-site Request Forgery (CSRF), and more.



HTTPS
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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0. Time Destination Protocol Length Info

16 7.531666679 2.15 .228.249.3 HTTP 426 GET /login.php HTTP/1.1

24 7.822155687 44 .228.249.3 18.68.2.15 HTTP 2827 HTTP/1.1 208 DK (text/html)

168 37.861171639 10.8.2.15 44,228.249.3 HTTP 596 POST /userinfo.php HTTP/1.1 (application/x-www-form-urlencoded)
116 37.400286366 44.228.249.3 18.68.2.15 HTTP 2955 HTTP/1.1 268 OK (text/html)
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24 7.82215560
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110 37.40028034
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HTML Form URL Enc¢
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Frame 108: 596 bytes on wire (4768 bits), 596 bytes captured (4768 bits) on interface eth@, id ©
Ethernet II, Src: PcsCompu_50:4c:14 (08:00:27:50:4c:14), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
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Internet Protocol Version 4, Src: 10.0.2.15, Dst: 44.228.249.3

Transmission Control Protocol, Src Port: 51686, Dst Port: 8@, Seq: 367, Ack: 2774,

Hypertext Transfer Protocol

HTML Form URL Encoded: application/x-www-form-urlencoded
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SQL Injection Attacks



http://softwarecompany.com? SELECT" FROM users

userlD=1199 or 1=1;-- WHERE useriD=1199 or 1=1;--
oo~ g > -]
ab [' ']
Attacker Data for all users is Web API Server Return data for Victim’s SQL
returned to attacker all users

Database Server



Webgoat

* Webgoat is a vulnerable application available for cyber security
learning



Cross-site Scripting Attack (XSS)



* Inject client-side scripts
* Through web browser
* For malicious Activity
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Script-injected link —

Attacker sent to victim Victim

2

Victim clicks on link and
reguests legitimate website

E 1

4

Malicious script sends victim's 3
private data to attacker

Victim's browser loads legitimate
website, but also malicious script

Website



Activity

* https://xss-game.appspot.com

* How can we inject Java Script via different means


https://xss-game.appspot.com/

Dictionary Attack




Dictionary Attack



Dictionary Attack

0

Bot

1

How Do Dictionary Attacks Work?

Take guess from

dictionary file r
&
-R?

Dictionary
File Targeted Account/System

Guess Yes
correct?

No

Try next guess from the dictionary

www.rublon.com

&




Password Cracking using Hydra



LAP



LAP

* Can identify potential vulnerabilities of websites



