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SYSLAB (My Research Group at FAST-
NUCES)
• Systems Research Laboratory

• Developing Capable Systems through integration 

• Artificial Intelligence

• Cloud Computing

• Security

• High Performance Computing

• Health

• Education
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Penetration 
Testing

• A systematic Process

• Probing vulnerabilities

• Applications

• Networks 



Platform

• VirtualBox

• Kali Linux

• Pre-installed security tools



Port Scanning



Port



Port Scanning



nmap scanme.nmap.org

nmap localhost

sudo nmap -v -sT -sV -O localhost



Start ssh – Secure Shell on Local host

systemctl stop ssh.socket

systemctl start ssh.socket

systemctl start ssh.socket



• nmap localhost

• sudo nmap -v -sT -sV -O localhost



Dictionary Attack



Dictionary Attack



Dictionary Attack



Password Cracking using Hydra



Cross-site Scripting Attack (XSS)



• Inject client-side scripts
• Through web browser

• For malicious Activity





Activity

• https://xss-game.appspot.com

• How can we inject Java Script via different means

https://xss-game.appspot.com/


Password Sniffing with wireshark for http



HTTP vs HTTPs



HTTP



HTTPS







SQL Injection Attacks




