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Penetration
Testing

* A systematic Process
* Probing vulnerabilities
* Applications
* Networks




Platform

e VirtualBox

e Kali Linux
* Pre-installed security tools




Port Scanning
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Port Scanning

Port Scanning (nmap)




NMap SCanme.Nnmap.org

nmap localhost

sudo nmap -v -sT -sV -0 localhost



systemctl start ssh.socket

Start ssh — Secure Shell on Local host

systemctl start ssh.socket

systemctl stop ssh.socket



* nmap localhost
e sudo nmap -v -sT -sV -0 localhost



Dictionary Attack




Dictionary Attack



Dictionary Attack

How Do Dictionary Attacks Work?

Take guess from
dictionary file
@ 3 Guess  Yes
}a -R? correct?

Dictionary
File Targeted Account/System

Bot

No
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Try next guess from the dictionary
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Password Cracking using Hydra



Cross-site Scripting Attack (XSS)



* Inject client-side scripts
* Through web browser
* For malicious Activity
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Malicious script sends victim’s 3
private data to attacker

Victim's browser loads legitimate
website, but also malicious script
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Activity

* https://xss-game.appspot.com

* How can we inject Java Script via different means


https://xss-game.appspot.com/

Password Sniffing with wireshark for http



HTTP (no HTTPs)

HTTP vs HTTPs

Human readable data

Server

With HTTPs

Not readable data
(encrypted)
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HTTP

O & testphp.vulnweb.com/login.php

D acunetix Feleslelg:

home | categories

search art
|l
Browse categories
Browse artists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer

Acunetix Web Vulnerability Scanner

artists | disclaimer  your cart guestbook | AJAX Demo

If you are already registered please enter your login information below:

Username - | |

Password - | |

You can also signup here.
Signup disabled. Please use the username test and the password test.

About Us | Privacy Policy | Contact Us

Warning: This is not a real shop. This is an example PHP application, which is intentionally vulnerable to web attacks. It is
intended to help you test Acunetix_ It also helps you understand how developer errors and bad configuration may let
someone break into your website. You can use it to test other tools and your manual hacking skills as well. Tip: Look for
potential SAL Injections, Cross-site Scripting (XS5), and Cross-site Request Forgery (CSRF), and more.



HTTPS
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SQL Injection Attacks
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